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This volume contains some Introductory material which is Intended to assist
those Involved with the Implementation of MUSS, to new machine
architectures., to different peripheral conflgurations and to give increased
functionality. It also contains the implementation of the machine independent
operating system kernel.
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INTRODUCTION

MUSS comprises an operating system which provides for Interactive and
background job operation. and compilers for a number of languages inciuding
EORTRAN77. PASCAL and the system implementation language MUSL. It is an
adaptable and portable system which has been installed on a number of
machines ranging In size and compiexity from PDP11/34 to 1CL2870. The main
systems in use at MU are the VAX and MC68010 impiementations.

Tha adaptabliity of MUSS stems from Its well structured design and the
strict dasign/documentation standards on which the implementation Is based.
ts machine independence and poriability stem from its adaptability and in
particular from three aspects of Hs design.

1) All the MUSS compilers including the one for the system implementation
language gsneraie code via the machine independent target language
MUTL.

2) The Operating System controls the hardware by manipulating a set of
variables which represent the peripheral control registers and the
special registers of an IDEAL MACHINE. For each actual machine a
small amount of machine dependent cocde is required to map thess
variables into appropriate actions on the actuasl machine. This s called
thae APPENDIX code.

3) The system software is subdivided inte modules which relate to its malor
functions. For example. the Operating System has modules for
mainstore management, disc management etc. Each maodule has a well
defined intarface with the rest of the system and hence can readlly be
replaced. If it is unsultable for a particular machine/user environment.
Saveral aitarnatives exist for the modules which have neaded
replacement in the current impiemantations of MUSS,

in order to Implemsnt MUSS for a new computer. the foliowing machine
dapendent software must be provided. '

1} A code generator for the given machine which accepts MUTL and
gensrales executable binary code.

2) The APPENDIX code to map from the IDEAL MACHINE interface io actual
control registers In a given machine.

3) Repiacement modules. wherever existing ones are unsuitable.

The mechanics of porting the MUSS system to a new machine vary
according to the ifacliities available but the foliowing two methods have bean



ysed.

A) When a machine (e.g. a VAX11/750) which supporis MUSS is avaliable
for cross compiling a new MUSS Implementation. the system can be
delivered in source and executable binary form. if the source for the
three machine deapendent components mentlonsd above is added. an
oxecutable binary version of MUBS for the new machine can be
generated. Of the three components mentloned, the code generator is
the largest and most complex but oxisting code generators can ba
supplled to act as a modsel. This, like the O/8, is modular and most
moduies are machine indepsndent.

B) When the initial cross compliing has to be achieved using a non-MUSE
machins (called the host machine). an additional code generator is
needed for it. This code generator is written in a native language of
the host machine, and since lts function is only to make it pessibie to
run the MUSL compiler. the MUTL code generator for the target
machine. and some other MUSS utilities. it need not be particularly
officlent. For exampie, It might translate into’ the assembly language of
the host rather than executable binary. Before MUSS source can be
processed the MUSL compiler must pe mads to run. For this purpose,
an encoded form (calivd MUBL) of the MUTL transiation of the MUSL
compiler Is provided. Some simple test programs are also provided in
the same form. Once the MUBL form of the MUSL compiter can be
executed in the host machine. it can generate MUTL {or MUBL) for the
rest of the MUSS source. [n fact. the MUSS source is normally
supptied encoded in the notation of the fiowcharting system FLOCODER.
Thus the neoxt siep after the MUSL compiler s working is 1o compile
FLOCODER. After this the raw MUSS source can be praprocessed by
FLOCODER then complied by MUSL.

The implementation documaentation of MUSS' is presented in the elghteen
volumes and a number of appendices (usually 2 psr machine) !
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¥S IMP NTATION iIPTION

Sacgtion O

MUSS Is a general purpose. machihe—-lndependant operating system. s
design |s almed at adaptabillity. Thus It can easily be modified to sult the
requiremeants and resources of a particular Instaliation.

Te achleve the desired level of adaptability. a highily modular structure has
been adopted. The basic module is a process. which can communicate with
‘other processes by sending and receiving messagés. A typical system might
therefora consist of processes for:

controlling input/output devices
managing the fite archiving
initiating user jobs.

Controlled ang orderly growth of the systam Is therefore possibla. by allowing
new componenis to be developed as independent processes.

This structure provides the flexibliity for users 10 produce thelr own
modules and tallor the system for thelr own particular requiraments. This
obviously requires the existing (trusted) parts ¢f the system 1o be protected
from the effects of errors in any new software. just as the system |is
protected against errors in user jobs. in MUSS the samse solution has been
adopted in both cases. The operating sysiem processes are run within
protacted virtual machines, which are pravented from Interfering with one
another. The virtual machines are ldentical with those provided for user jobs,
which has the obvious advaniage that new system modules can be developed
and tested as ordinary jobs during the normal computing service. A small,
highly privileged kernel of soflware Is responsible for multiprogramming the
virtuali machines. managing their virtual stores. and providing mechaniams for
inter-process communication.

2. The Kernel Facilitios

The primary function of the virtual machine is to provide a protected
onvironment, with a set of facilites sultable tor supporting user sub-systems.
The kernel therefore provides a set of Qroanisational Command Procedures.
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avallable in every virtual machine. which allow a process to manipulate its
virtual machine. and perform tashs such as create and deigte segments,
create and control processes. open flles and communicate with other
processes. A complete specification of these facliities i3 available in the
"MUSS USERS MANUAL".

Since the virtual machines are protected. the form aof Inter—-process
communication provided is very important. as # is the only way in which
pracegsses may interact. As the system is Intended to be suitable for computer
networks. the technique adoptad is based on a message switching
organisation. Each procass within the system Is identified by a unique name.
and the communication system allows messages to be sent to any named
process. The message system Is network wide., as Indicated in figure 1, and
s0 the destination for a message might be In the same machine or any other
connected machine,
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Pigure 1 A MUSS NETWORK

To assist In the queuing of messages for & process and 1o simpilfy the
setting up of conversations belween processes, each virtual machine has a
number of predefined message channels. A process has io Issus an expicit
requast to read the message on a channal. and messages which ars waliling
to be read are gueved automaticaily by the kernei. A number of safeguards
are bullt into the system to prevent mischlevous users from injecting rogua
messages Into the communication system. For example, the status of the
input channet can be set to refuse all Incoming messages. to accept
messages only from a specifled process or to close the channel after a single
message has been received. The reciplent process thus has selective control
over the acceptance ol messages.
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The message system handles all communication between processes. and Is
used for input/output by user jobs as well as for the internal controf
messages between system modules. The amount of Information In a message
s ciearly variable. and may be targe. hence segmants of virtual store are
passed as part of the message. A short, fixed length header carrying control
information always accompanies the message. and whare this Information Is
adequate. the segment Is omitted. For example. the actual input/output
peripherals are controlled by the device controller modules of the system,
which provide the Interface between the physical devices and the message
system. In practice. the interactive and online devices use short messages for
passing information. while spooling devices buffer Information into a segment
and use the long message form. '

The message system Is also usad In connection with flie archiving. The
main flle system Is qguite ciosely integrated into the store management part of
the system. as open files map onto segmoents in the vyirtual store of a
process. All flle backup and archiving. however, Is performed by sending
messages to an archiving process. On multicomputer (network) systems, the
fle system in any one computer can gain access to those of other computers
through the message sysiem.

Both the file and inter-process communlcation systems rely upon having a
segmented virtual store, as a segment forms the basic unit of information
within the virtual machine. The precise number and size of segments naturaily
varies betwaen MUSBS Installations. as it is a function of the hardware. A
number of common segments are assumed to exist. which contain shared
software such as libraries and compliers which are preloaded intoc every virtual
maching. :

3. _The User intorface

The normal Interface into the system for a user Is 1o estabiish
communication with one of the operating system processes by logging In to it.
The baslc MUSS system includes a process {or supervisor) specitically for
this task (calied JOB). The normal role of a job supearvisor s to ailocate a
virtual machine for the user job, and start it using scheduling primitives
providad by the kernel. The Interface seen by the user is determined by
- which supervisor process he logs In i0. in the case of JOB, the facilities are
comparatively  simple.  being the job control faciliies provided by the basic
system. New user Interfaces providing aiternative or more sophisticated
facllities can be provided by creating additional job supervisors.

The facillties of the basic system are of two kinds. namely those provided
by the privileged kernel. and the procedurss within the unprivileged library.
The basic system ilbrary is primarily designed for scientific computing and
general softwara development. in addition to the mathematical and lnput/output
functions which might be expected In any library. the MUSS system also
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regards all compliers, editors and general utility routines as standard library
procedures. The entry peints are in fixed positions, and directorles exist 1o
assoclate the entry addresses and properties of the procedure with their
names. Thae privileged procedures which form the inlerface with the system
kerne! also appear in this directory. A user may thus call a compller or
privileged command as easily as he calis a mathematical function.

The MUSS system Is designed to be portable across a wide range of
machines. To achlave thls, it I8 obviously Impractical to base the design of
the system on one particotlar computer., as machine depandencies would
distort the system logie. making it vwnsuitable for diiferent hardware structures.
The system Is therefore designed for an idealissd computer. whose
charactoristics are sympathetic to the system deslgn and which are easy to
map on most real machines. A small amount of machine dependant code
(calied the appendix code) is therefore required to support the MUSS system
on any real machine.

The design of the ideal machine has been gulded by two broad princliples.
The Tirst is that the Interface should lend itself to an glagant sysiem
struciure. This. doas not imply. however, that the features inciuded in the
ideal machine are in any way fanciiul or unrealistic, as the. second objective
Is that the design should be a valld proposal for an actual computer. It Is
theretore reasonable to expect an effective and efficient emulation of the ideal
machine characteristics.

Major archltectural diffgrences In the target machines presant a problem In
respect of efficient emulation, as some characteristics. such as the address
transiation, are s8¢ fundamental as 1o make their emuiation totally unrealistic
on unsympatheilc hardware. No attempt is made therefore to conceal unusual
hardware characteristics f this would seriously Impair the overall syatem
afficlency. iInstsad. alternative versions ol some modules of the system have
bean designed {0 cater for major architectural varlations {for example,
between paged and muitiple base register machines). in effect, the system
has been designed for a family of Ildealised machines., where the most
sultable ideaiised struciure csn be 8eilected 1o correspond 1o the target
hardware. The description of sach module of the operating system specifles
the characteristics of the ideal machine which affect its operation, Selection
of an ideal machine siructure Is therefore implicit in the selegction of operating
system modules io form a system.

A number of features of the idseal machine have a fundamental efiect on
the structure of the whole operating system. These features. namaly

the control machanism
thg maching states and
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tha iInterrupt structurs

are thorefore described within this Introduction. rather than within the
individual madules.

The Ideal machina, or at least the software emulaiing It. has to comply
with certain requirements as far as iis control Is concerned. These Include
the abllity to Interpret commands, return status Information back 1o the
operating system., and generate interrupts in the Ideal machineg as
appropriate. To achieve 1thls, there must be a two-way communication
mechanism across the Ildeal machine Interface. The mechanism adopted for
this is based on the use of dedicated controi reglsters. simllar 1o those found
on machines Hke the PDP11. Thus. writing to the control registers triggers an
action in the Ideal machine. which responds by setting a status in the control
register (and possibly interrupting the machine) when the required action is
compiela.

To distinguish the pseudo control registers from other forms of operand In
the operatlng system code. their names are preéfixed by "V.". (This Is an
historical mnemonic derived from the Atlas and MUS name for hardware
registars of "V store"). When emulating the ideal machine characteristics, the
control registers may either be mapped directly on to the equivalent actusl
hardware registers, or when this !s not appropriate, the required actions may
be performed by machine dependent coda. The MUSL language used In
coding the operating systam has a special form of operand for this latter
case, wheraby any accesses to a varlable deflned as VSTORE may also
Invoive a cail to a machine dependent procedures. Read accesses may invoke
8 PRE-PROC, called before reading the varlable. and write accesses may be
followed by an invocation of a POST-PROC.

With the process oriented structure of MUSS. a mumber of protection
machanisms and modes of execution are reguired. Most notably, there must
be at Iesast two distinct execution states. corresponding to the "user” and
"kernal” software. Here., “user" should be Interpreted as including both user
iohbs and any systam modules which may run subject to the protection values
of the virtual machines.

The distinction between usar and kernel! executlon is primarlly one of
privilege. To protect the Integrity of the system, certain areas of the virtual
store are made inaccessible in user mode. In particular the pseudo control
reglstars and data segments of the kernel. The virtual stors mechanism
austomatically allows access to these segments during kernel execution.

The transition from user to kernel mode may be triggered Iin wo ways!
either by an interrupt In the Ideal machine. or voluntarily as the result of an
organisational command procedure call (equivalent to a supervisor cail or
extracodse). The servicing requirements of these two types of entry are quite
different. Accordingly. the ideai machine distinguishes two leveis within the
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kerngl software. namely command and Interrupt level. Three modes of
pugaution are therefore recognised:

1. USER STATE(U) Access only required to the user virtual store.
MUSS Interrupts allowed.

2. COMMAND STATE(C) Acceaess to the whole virtual store Is desirable.
MLISS Interrupts atiowed.

3. INTERRUPT STATE(D Access to the protected segments is sufficient.
Muss Interrupts inhiblted.

The transitions between these states are well defined. and they are lHustrated
in figure 2.

MUSS INT RETURN

|
]
}
'
]

} ACTUAL M/C INTERRIPT LEVEL |

Figure 2. MUSS State Transitions,

' The avents which cause thase transitions. and the actions required in either
the hardware. or specially provided mapplng software are summarised below

a) CMD CALL - This Is an explich Instruction which has most
of the characteristics of ENTER except it must
sat MUSS EXEC STATUS (see below), stack
the operand and JUMP to a fixed address in
MLISS,

by OMD ret — This s a PROCEDURE RETURN which aiso
resats MUSS EXEC STATUS,

e} MUSS INT ENTRY - This s Implemented by software which s
explicit In the MUSS sourgce l.e. there s an
INTERRUPT. ENTRY procedure.

d) MUSS INT RETURN - This iz explicit cods. K will sometimes require
to specily the state of MUSS EXEC STATUS.
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‘@) ACTUAL INTERRUPTS - These wili usuaily ftransiate Into  MUSS
INTERRUPTS. although this would not be so In
the case of a character Interrupt from a
device which MUSS assumes to bg a bilock
transier davice. Note that the MUSS Interrupt
level may be Interrupted by actual hardware
interrupts.

The servicing of interrupts is not logically a part of the normal insiructlion
saquancing of a process. Thus. when the Ideal machine enters interrupt
mode It performs a complete dumplng of the current process stats, In
addition to setting privilege and inhiblting further Interrupts. Each process is
aliocated a Process Register Biock (PRB) for this purpose. and the PRB aiso
nolds other process—specific information. such as the segment tables used for
address translation.

There are iwo reasons for interrupts occurring in the Ideal machine. The
first corresponds diractly to a specific event within the currentiy executing user
process, and Is therefore.known as a progess—hased interrupt. This inciudes
evenis such as program faults. virtuai store interrupis and instruction counter
or virtual machine timer interrupts. Process-based Interrupts do not reqguire
any walaborate queuing mechanism. as they are defined to be mutualy
exclusive and always associated with the current procegs. A process-based
interrupt thus has the effect of a forced call to an Interrupt mode procedure.

The second clazs of Interrupt. the gystem-—based intsrrupt. corresponds o
an asynchronous aveni outside the central processor. A real time clock
intarrupt or the completion of a peripheral transfger would come within this
category. As i Is unrelated to the execution of the currant process. the
rasuit of a system-based Interrupt is to activate an interrupt level process
within the kernel. and in effect periorm a complgte process change.

The asynchronous nature of system—based Iinterrupts mean that multiple
occurrances must be queusd by the idsal machine., The queuing mechanism
adopted is based on an Intarrupt decoding trees. where the pseudo control
registers for individual peripherals form the outermost branches. An Interrupt
originating from one of these registers concepiually propagates down the tree
untit It sets a bit within a single interrupt reglster. This ragister may then be
decoded to activate an interrupt level process to service the contingency., A
detalled description of this structura may be found In the specification for the
coordinator (Section 1 ~ 8¥S8011),

The organisation of the kernel Is very similar to the structura of the rest
of the system, as it Is composed of a set of processes operating on their
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own private data structures. The set of kernel processes. however, does not
change dynamically. and hence siatlc protection measures. built Into the
compilation syatem. can replace the hardwars protection mechanisms required
for running user jobs. They therefore run at interrupt levei, sharing a
common arsa of virtual store. rather than each having its own virtual
machine.

The external interface presented by the kernel modules Is also slightly
different. as Interactions normally take the form of requests for services.
rather than the passing of dats. A procedural interface has therefore been
adopted in preferance to the message swliching system. This takes two
forms. Each kernel moduie might include a set of organisational command
procedures. which may be called by any user Job. These oxecute at
command level: In effect within the current user process but with full kernel
priviileges. The second form is f{for Interactions beiween kernel processes
running  at interrupt level. Here, special procedures called Interface
procedures are provided. These are principally used for manipulating data
structures and performing simflar low level functions. Each section of the
cperating systermn therefore has a clearly defined- interface. upon which both
the users and other kernel modules are dependent. A module of the system
can thus be repiaced by any alternative version. so long as it conforms to
the same external specification. By this means., It Is possible to deline a
number of versions of the opsrating system modules. which empiloy aiternative
aigorithms or rely on different hardware siructures.

In order to Hiustrate the structure of the kerne! in more detall, it Is worth
considering the deslign and function of the modules which might comprise a
fairly basic system. One such system is lllustrated below:
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USER | SYSTEM INITIRLISATION]
PROCESSES |BND KERNEL LIASON |
ORGANISATTONAL | VIRTUAL | }PROCESS { | MESSAGE |
COMMANDS | STORE { | MANAGEMENT{ | COMMANDS |
{COMMANDS | JCOMMANDS | H i
# ri
KERNEL | VIRTUAL | | PROCESS | [VIRTUAL | |INPUT/ |
PROCESSES | STORE [ MANAGER] | MACHINE i jouTPoT |
| MANAGER | } ! | INTERRUPTS| |MANAGER|
fﬂ' i ;g; L
JCORE i | DR { |VIRTUAL|
IMRNAGER } |MANMAGER| |MACHINE|
} i | | JTIEMER |
! COORDINATOR |

iy Coordinator.

The coordinator has the function of scheduling the user and kernel
processes. and providing the synchronisation mechanisms. The
overriding emphasis in thls part of the system Is on simplicity. This
stams partly from an attémpt tc achieve very rapid process changing,
and partly from a dasire to integrate the process management functions
into the interrupt structure of a potential machine design. Rather than
considering ail the processes in the system., the low—level process
manager controls oniy a small fixed number of processes (the numbaer
being chosen, as an implementation convenlence. 1o be the number of
bits in a machine word). At this level, the subset ¢f processes undsr
consideration may thus be represented by bit strings. Some of the
processes wil correspond to modules in the kernei, while the rest wili
be assigned dynamically to user processes by a higher level scheduling
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module. The advantage of this scheme is that all lew-level scheduling
and synchronisation operations may be performed by simple iogical
operations on the bit strings. For example., when a process is halted
awalting a page transfer, it Is added to ths set awalting this particular
page simpily by a logical ‘OR’ operation. When the page becomes
avallable. another 'OR’ operation is used to add these walting processes
1o the set requiring the CPU.

The choice of this simple. albeit fairly restrictive mechanism for use
at the lowest level of the system is typleal of the design philosophy
adopted throughout MUSS. The alm has been to produce an extremealy
general system &t the top level, but this does not Imply that ‘generality’
must pervade the entire system. In this particular case, this means that
process management within the kernel is extremely simpia and efficient.
and is nat at all penalised by the fact that the system may be supporting
hundreds of processas. Furthermore. some rather specialised systems,
such as single—~user and simple job—stack systems. may dispense with
the higher levels of scheduling completely. thus resulting in a very
compact totai system. -

iy Memory Management,

The total memory management system divides Into three main
modules, viz:

- core management
drum management
virtiai store management.

In the dlagram, the virtual store management module is further
subdivided Into an interrupt process. the virtual sicre manager. and the
virtual store organisationai commands.

The core manager is responsible for the aliocation and de-allocation
of blocks of core. and hag Interface progedures enabling other modules
1o request these functions,

The drum manager. In addition to the space allocation and
de-allocation functlons, aiso organises and schedules tranafers botween
core and drum al the raquest of other modulas.

The virtual stare manager has the itask of mapping the virtual store
on 1o the real store, and maintalning the tables used for address
translation. It is therefore this module which has ta monitor the migration
of pages through the reai store hlerarchy. Hs interface with the rest of
the system consists of two procedures. to make a specifled page
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rasident In core. and to update the backing store copy of the page. The
first of these functlons is generaily triggered auvtomatically for wuser
processes by the page fault interrupt. Quite obviously. both the cors and
drum managers may be invoked when carrying out these functions.

Finally. the virtual store commands form the user’s interface with the
mamory management systam. providing the organisational commands to
enable a process 1o create and delate segments or alter thelr attributes
{slze, access permission. etc.).

i) Process management

The system is designed to support & potentlally large number of user
processes (possibly several hundred). and the function of the process
managemant modules Is 1o keep track of these processes and arrange
that they obtain processor time when they require It

The process manager maintains 8 pool of virtual machines, and
provides a set of organisational commands to make the virtuali machinas
avatiable to users. Each virtual machine Is characterised by a Process
Registar Block, which records the current state of the process exacuting
in lt, and the resources allocated to if, Any process. on supplying a
valid username and password. can request the creation of new
processes. and may subseguently lssus scheduling directlves on them
(e.g. start. stop. change priority. klil. Thus any process has the
abillty to adapt the role of a supervisor, and may subsequently perform
high ievel scheduling operations on the processes under its control.

The middle ievel of scheduling within the system Is provided by the
kernel process assoclated with the process management module. The
function of this is to select the subset of user processes to be
considerad by the goordinator at any Instant. The scheduling decisions
are bsgsed on the priority and state of each process. Thus, when the
state of & process is changed by an organisational command. the
process commands have to give notice of the change using interface
procadures of the Kernei process.

iv) Massage Manasgement

The most important aspect of the inter—process communication system
is the passing of massages between processes In the same machine.
This tunction s carried out by a set .of organisational commands, which
together constitute the message manager. The commands manipulate
queues of messages in an area of common virtual store. linking them to
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“channels® within the register block of the recipient process. In doing
so. they are often required to interact with other modules. most notably
with the virtual store manager (to transfer segments between virtual
machines) and with the process manager (to halt processes awaiting
messages and free them when a message arrives).

v) System Initialisation

This module Is not. strictly speaking. a part of the kernel, as It is a
full process which is pre-loaded into the system. Being the first process
In existence. It Is known as Process Zero. It§ operation can be divided
into two distinct stages. When the system Is first started. It has to
Initlalise and check the system‘s data structures. particularly those of the
flle and accounting systems. It then has to create and start the
remalning system processes.

During the normal running of the system. Its role Is to support the
kernel activities. This Iinvolves primarily llaising between the kernel
processes and the message system. monlitoring operator messages and
performing some of the accounting functions.

Process zero Ils a somewhat unusual module. In that its main function
is to call Interface procedures of the other system modules. A special
type of Interface proceduf'a exists for this. known as a task procedurs.
Thus. a kernel process will invoke process zero by setting a task for It.
Process zero (eventually) responds by calling the appropriate task
procedure to perform the required actions. A full description of the task
mechanism may be found in the specification of process zero (Section
20 - SYS201). ' |

A module of the operating system may consist of components which
execute at three levels: Interrupt level, command level. and task level.
In practice there may aiso be modules, Implementing the Ideallised
hardware Interface. and the code here is known as appendix level. The
following notes are Intended to give guidance to the implementor as to
the kinds of functions to be placed at each level and the coding
conventions which apply at each level.

The reader should first have read and understood the preceeding
description of the overall operating system structure. It will also be
helpful to read the documentation for the co-ordinator (Section 1 -
SYS011). process manager (Section 13 - 8YS131) and process zero



